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Frequently Asked Questions

IP Address Restriction — Frequently Asked Questions
Experian®, together with our clients, manages extremely sensitive information requiring the strongest controls to ensure security, confidentiality and integrity. We recommend all clients accessing our solutions via the internet, setup IP address restrictions to protect access. This fact sheet answers common questions regarding IP address restrictions and should be used to assist our clients and ensure that their access to Experian accounts occurs only from the physical locations they define.

FAQs
[bookmark: 1]Why should clients use IP address restrictions? 
Clients should use IP address restrictions to ensure access to Experian sites are occurring from valid locations.  Once IP address restrictions are set, users will only be able to login from the computers that were assigned to them. This is an added safeguard in case accounts are taken over or employees attempt to login from home.

What is an IP address?
An Internet Protocol (IP) address is a unique string of numbers separated by periods that identifies each computer attached to the Internet. An example of an IP address is 10.255.255.255.
What is a static IP address?
A static IP address is an IP address that always remains the same and never changes. 
What is a dynamic IP address?
A dynamic IP address is an IP address that dynamically changes. 

What is an IP address restriction?
IP address restrictions help ensure that access to Experian accounts occur only from physical locations defined by the client. They prevent users from accessing Experian sites from computers outside of the allowable locations that were defined by their Head Designate/Designate. 
Experian’s Access Control System (ACS) includes an IP address restriction capability. Head designates and designates have the ability to set IP address restrictions and they must be set for each individual user.
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If I set the IP Address restriction for the Head Designate, will it automatically cascade down to all users?
No, each individual must have their IP address restriction set.

How many IP addresses can be used for the ACS IP address restriction functionality?
Up to 10 IP addresses or IP address ranges can be entered. 

Can a client that has dynamic IP address use the IP address restriction functionality?
If the IP address is completely dynamic, meaning the entire IP address changes, then the IP address functionality cannot be used. If only the last few numbers change dynamically, then it can be used by leveraging wild cards.
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What is a wild card?
Wildcards (*) can be used to enter IP address ranges and can be placed in the third and fourth set of numbers. If a wildcard is entered, it will allow a user to log in from any IP address within that range. For example, if 123.44.*.* is entered, a user would be allowed to log in from computers with IP addresses that dynamically change the last two sets of numbers.


Do we provide a report of IP address violations?
Yes, an Access Violation Log is available in the Reports tab of the Access Control System. These logs list the users who have violated their access, either by restricted IP address or time-of-day restriction.

Who do I contact if I have questions about IP address restrictions?
Please contact the Technical Support Center at 1 800 854 7201 or Internet Security at eiwas@experian.com.

1 of 2
